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Part 1. Overview of the IEEE CrossCheck Portal

Introduction

The IEEE Intellectual Property Rights Office is pleased to offer two important quality-control
tools to publication volunteers. The CrossCheck Portal and the Prohibited Authors List
Database are both available on one site, and can be accessed easily.

**Please note that the CrossCheck portal and all of its functionality are only available when
using the Google Chrome browser and enabling pop-ups. Should you attempt to access the
portal via another browser; the application will not work as intended.

What Is CrossCheck?

CrossCheck is a plagiarism detection tool that conducts high-speed comparisons of submitted
manuscripts against a very large database of published technical papers (as well as over 6
billion web pages), with the result that reports will rate all submissions for similarities to
previously published works. The publisher can then follow up to isolate and review the high-
scoring papers as necessary.

Plagiarism detection systems are only as effective as the amount and quality of the source
content within them. CrossCheck’s significant advantage over all other similar services is that it
includes the indexed, full-text content of participating CrossCheck member publishers.

What Is the IEEE CrossCheck Portal?

The IEEE CrossCheck Portal is a web tool and service that brings the functionality of the
CrossCheck tool together with an IEEE interface made available to IEEE publications volunteers
at no charge. Checking your conference and periodical papers with the portal will help to
insure that only the best, plagiarism-free papers get published. In addition, you will receive
IEEE IPR Office staff support to help you check the integrity of the submitted manuscripts.

Who Should Use the IEEE CrossCheck Portal?

The IEEE CrossCheck Portal is available to all IEEE publication volunteers including IEEE
periodical editors and IEEE conference organizers whose publications are transferring copyright
to IEEE. Publications that will not be transferring copyright to IEEE are not eligible to use the
portal.

Where to Find the Portal and How to Sign Up

Volunteers who are interested in using the Portal can contact the IEEE IPR Office through a
registration form located on the following web site:

http://www.ieee.org/publications standards/publications/rights/crosscheckportal.html
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Logging into the CrossCheck Portal

You will need to use your IEEE Web Account credentials to log into the Portal. IEEE Web
Accounts are available to IEEE members and IEEE Society members. If you are not an IEEE
member and do not have an IEEE Web Account, you may register for one at
https://www.ieee.org/profile/public/createwebaccount/showRegister.html.

Once you get to the Portal Login page:
e Enter your user name and password
e C(lick the Login button


https://www.ieee.org/profile/public/createwebaccount/showRegister.html
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quality-control tools to use when reviewing author manuscript
submissions

The CrossCheck Portal was developed as a centralized place for
IEEE publication volunteers to submit manuscripts to CrossCheck in
order to check for plagiarism and multiple publication. The Portal
provides pub volunteers with features to help enhance and simplify
their use of CrossCheck

The Prohibited Authors List (PAL) Database is an easy way for
|IEEE publication volunteers to check for authors who have been
prohibited from publishing with any or all IEEE publications
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If you are unable to log in, and are a publication
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[F] Remember me on this computer.

Volunteers can compare their publication's author names against the
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Once you have logged in, you will arrive at the “My Publications” page. This page will act as
your own dedicated and secure page to access publications that you have already registered in
the Portal. As a new user, this page will not list any information. You will need to register your
publication titles to begin using CrossCheck.

e Click the Register a Publication tab at the top of the page to begin the process.



The
chock® CrossCheck
Poware by Mherdiate Port a

My Publications |Register Publication|Prohibited Author List Help Center

My Publications

Welcome Beth Babeu Kelly,

Getting Started

Browser Requirements: Compatible with Chrome 21.0, Firefox 20.0, Internet Explorer 8.0. or later.
Disable pop-up blockers

Before you can upload papers to CrossCheck, you will need fo register the conference or journal title. To
begin the process, click on the "Register a Publication” button above.

Next Steps

Log Out

Admin Tool

Prohibited
Author
List

IEEE '
IPR OfficE® ;
Plagiarism Tutorial

Have You
Registered to Use
the eCF?



Registering a New Conference Publication

On the “Registering a New Publication” page, you will need to complete all the fields to add a
new publication title to your list. If you are registering a new Conference Publication, please fill
out the following information:
e Full Name
e Email (use the same email address that you logged into the portal with, i.e., IEEE Web
account)
e Select Conference in the Publication Type drop down box
e Enter the IEEE Conference Number and click Validate !
e Check the box “Is this IEEE Content?” to confirm the conference will be copyrighted by
IEEE.

Cross - The
- b CrossCheck & IEEE
Powwered b Thertizare POl't al

My Publications |Register Publication|Prohibited Author List Help Center

Log Qut

Admin Tool

Register a New Publication i
Prohibited
PLEASE NOTE: THIS WEB FORM IS INTENDED FOR USE BY IEEE VOLUNTEERS ONLY ‘:umm
ist

1. Before you can upload papers to CrossCheck, you will need to register the conference or periodical <
publication. |EEE Ny
2. Please complete the form below. PR Office® ;| ®

3. Only approved, IEEE copyrighted conferences are eligible to use CrossCheck. If registering an IEEE Plagiarism Tujgrial
conference publication, enter the 5 digit Conference Number (found in the Letter of Acquisition received as
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The new publication title will now appear on the “My Publications” page.

11f you know you have the correct IEEE Conference Number, but you receive an error message
that the validation cannot be completed, it is likely that the IEEE Conference Publications Form
has not yet been submitted to IEEE. If that is the case, you or the publications chair may submit
the IEEE Conference Publication form at,

http://www.ieee.org/conferences events/conferences/organizers/conf app.html?appName=Publication .

To be validated within the CrossCheck Portal, a conference must be,
e An “Approved” IEEE Conference
e Releasing copyright to IEEE

Skip the next section and go to: My Publications Page (for all publication types), pg. 7.


http://www.ieee.org/conferences_events/conferences/organizers/conf_app.html?appName=Publication

Registering a New Periodical Publication
On the “Registering a New Publication” page, you will need to complete all the fields to add a
new publication title to your list. If you are registering a new Periodical Publication, please fill

out the following information:

Full Name

Email (use the same email address that you logged into the portal with, i.e., IEEE Web
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Select Periodical in the Publication Type drop down box

Check the box “Is this IEEE Content?” to confirm the periodical will be copyrighted by
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My Publications Page (for all publication types)
Your newly registered publication will appear on the page with the following items in the
header:

e Publication Title

e Papers Uploaded

o Alerts

e Delete
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Log Out
My Publications A o
o Prohibited
Welcome Anthony VenGraitis, Author
List
Getting Started .
o
Browser Requirements: Compatible with Chrome 21.0, Firefox 20.0, Internet Explorer 8.0. or later. IEEE !
Disable pop-up blockers IPR Offic®® ) -
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begin the process, click on the "Register a Publication” button above
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To upload papers to CrossCheck, click on the "Upload" link to the right of the publication title Copyright Fc'rm tE

To review CrossCheck results, click on the publication title is a highly effective

To add another publication title, click on the "Register a Publication" button above tool that transfers
ownership rights of
the intellectual
property to EEE, and

TS also saves significant
<¢Iication Title Papers Uploaded Alerts @amnums of time and
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There will also be a link “Upload” at the far right of the table. Clicking this link will bring you to
the “Manuscript Upload” page.

Uploading Your Content to CrossCheck
Now that you have your publication registered in the Portal, you can begin uploading papers to
CrossCheck. CrossCheck can only accept the following file types for uploading:

e Portable Document Format (PDF)
e Microsoft Word (DOC and DOCX)
e Plain Text (TXT)

e HTML

e Rich Text Format (RTF)



To upload only one manuscript, click on the “Single File Upload” link. A search window will
appear that will let you browse your computer and select the file.
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The size of a zip file submitted to CrossCheck can be up to approximately 200MB and contain up to 1000
individual files. If a zip file exceeds either limit it will not be processed. Documents in a zip file must not (oY mtarswnd

exceed 15MB each. If a document within a zip file exceeds 15MB, it will not be accepted by the system. Zip

volunteers not
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files must contain individual document files only, with no folders or subfolders €CF are invited to go
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You can access the results for your uploaded files from your My Publications Page . The similarity report for ad”an:ﬂ;ifmls
a Single File Upload will be completed in approximately 5-10 minutes. The results for Zip File Uploads will important tool

be processed at reqularly scheduled periods each day. and should be available to you within four to eight

The Portal also can accept zip files for batch uploads of manuscripts. The zipped file size can be
up to 200 MB total and contain up to 1000 individual manuscript files (each manuscript file
must be less than 15 MB). Click on the “Zip File Upload” link and select the zip file on our
computer.

Single file uploads will be processed at once, and should be completed within 5-10 minutes. Zip
files will require more time, and so after you have uploaded your manuscripts, you will be sent

an email notification once the processing has been completed.

Please Note: Depending on the size of your zip file and traffic from other Portal users, the

process could take as much as 8 hours. Please plan accordingly when using the Portal.




Email Notification that Uploaded Files have been Processed

After your zip files have been processed and reports are ready, you will be sent an email with
details on accessing the reports (along with the IPR Office staff, who will help to review the
results). If there were any problems processing your files, you will be given more information
about the types of problems and instructions on how to resolve them. You will then need to
correct and resubmit files that were not processed the first time. If you uploaded a large
number of manuscript files, or there were many other Portal users uploading files
simultaneously, it is possible that some of your files were not yet processed. You will be able to
determine which files are still unprocessed by clicking on the conference title.

Viewing Results
To view the CrossCheck Similarity Reports for the processed files, you must log into the Portal
and go to the “My Publications” page. Click on the title of your publication, and you will be
brought to the Reports page. You will see the following columns on the page
e Date Processed (this is the date your file was uploaded and processed)
e File Name (the file name used for each manuscript file uploaded)
e Similarity % (how much of the uploaded manuscript matches previously published
material)
e Results (if the similarity percentage is under 30%, the Results column text will say OK. If
not, it will say “Review Report”)
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At the top of the table is a link to “Unprocessed Reports” which will allow you to check if any
manuscript files are still being processed by CrossCheck. Clicking the link will bring you to the
Unprocessed Results page. Files that are listed in the Unprocessed Reports view will show a
“Pending” status in the Results Column. Clicking the line “Processed Reports” will bring you
back to the Results Page.
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Any unprocessed files should be completed within another 4 to 8 hours. Please contact the IPR
Office at crosscheckportal@ieee.org if any files remain unprocessed for over 24 hours.
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Once the files have been processed, reports can be sorted by Date Processed or Similarity %.
Clicking on the “Results” in the right column will launch a pop-up window (be sure to
deactivate any pop-up blockers on your web browser) with a detailed Similarity Report from
CrossCheck with highlighted text to show the portions of the submitted manuscript that are
similar to other sources.

Interpreting the Results

You will be pleased to know that dedicated IEEE IPR Office staff are monitoring the Portal, and
will review incoming results for any potential problems. Staff will identify the most problematic
issues and will notify you if there is a problem that needs your attention. We encourage you to
review the Alerts as well, and to contact Staff if you find anything that you think could be a
problem.
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Part 2. Reviewing and Interpreting Similarity Reports

Introduction
By now, you have begun using CrossCheck and have found manuscripts with a range of

different similarity levels. Now what do you do?

The first thing to understand is that nearly every paper scanned by CrossCheck will detect
SOME similarity to another source. This doesn’t mean that every paper is suspect. There is
only a concern if CrossCheck:
e Detects a substantial amount of text in the paper that has been duplicated from an
original source, and
e The text from the original source is not cited in the paper

By following a few simple steps, you can quickly evaluate a large number of submissions and
pinpoint any papers that may have problems.

Understanding Similarity Scores
It’s important to keep in mind that the percentage level of each similarity report can contain

several individual sources (sometimes as many as 20 or more). These individual sources each
has its own similarity percentage that is combined into the full report’s similarity percentage
shown in the Folder View. For example, a paper with a similarity report of 20% may have 20
individual sources, each with only 1% of similar text, which can represent commonly used
phrases.

There are three categories for similarity percentage ranges to keep in mind when reviewing a
group of submitted manuscripts in CrossCheck:

<10% Low Percentage = Not Likely to Be an Issue (Disregard) The similarity found in
these papers is sporadic matching text or commonly used phrases. Single sources normally
only yield 1-3% similarity. These reports may be disregarded.

10-50% Moderate Percentage = Possible Issue (Review Briefly) Papers that fall in this
range may contain portions of copied text that are of some concern, but this depends on
the percentage of similarity in the individual sources. Opening and briefly reviewing these
reports can ensure that no individual source has more than 10% similarity.

> 50% High Percentage = Probable Issue (Review Carefully) At this level, the report
percentage is automatically highlighted by CrossCheck in orange. These reports require a
more careful review. There is likely to be a high percentage of similarity to one or more source.

13



Factors to Keep in Mind when Reviewing Reports

False Alarms--A false alarm paper yields a similarity percentage higher than 30% but shows
no sign of plagiarism in the report. The overall percentage is high but there are many
different sources which all yield 5% or less. These papers need only a brief review.

Hidden Problems--Hidden problems are papers that look acceptable on the surface but
show possible plagiarism upon review of the report. They generally have a low overall
similarity percentage but yield a high percentage from a single source. For example, a
paper with a 12% similarity level (which is nearly a negligible amount) may only have two
individual sources. One source may have 1% of similar text, while the other source has 11%
of similar text (which may include several copied paragraphs of text). These reports should
be reviewed carefully.

Reviewing a Similarity Report

After you have clicked on your publication title, you will arrive on the Results page. Choose a
report to open by clicking on the link to the right of the Similarity %. As an example, we have
chosen a paper that had a substantial level of similarity (81%).

The
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The similarity report for a Single File Upload will be completed in approximately five to ten minutes. The Author
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After clicking on the results link, a new page opens to show the full report (be sure to
deactivate any pop-up blockers on your web browser). The two-panel report page shows a list
of sources on the right side. The first source has a 23% similarity. This is a potential problem

that should be checked more carefully.
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Cloud computing is the use of computing service provider (CSP) to other entities in the
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Clicking on the number “1” on the right panel will bring the first instance of similarity in the
submitted text to the top of the left panel. A corresponding number “1” can be found on the
matching text. The color of the source link (red) will match the color of the similar text in the
submission. The bar at the top of the right panel will also show the number of matches for that
source in the manuscript.
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files should be retricvable any time by their data owners when needed regardless the location where the files 6
are stored. The|end user is allowed to access the data as per their access privileges which they specifies while
registering to access the data in the cloud and authentication is provided and accessed data is verified with the
original data in the cloud server.
A 1291
L INTRODUCTION 7
Cloud computing 1s the use of computing service provider (CSP) to other entities in the
resources (hardware and software) that are cloud and theses entities can also delegate the tasks
delivered as a service over a network (typically the  to others, and s0 on. Second, entities are allowed to
Internet). The name comes from the use of a cloud- join and leave the cloud in a flexible manner. As a 8
shaped symbol as an abstraction for the complex  result, data handling in the cloud goes through a
infrastructure it contains in system diagrams complex and dynamic hierarchical service chain
Cloud computing entrusts remote services witii a  which does not exist in conventional
user's data, software and computation The data environments.
processed on clouds are often outsourced, leading To overcome the above problems, a novel | 9
1o a number of issues related to accountability., approach,  namely  Cloud Information
including the handling of personally identifiable  Accountability_ (CIA) [01] framework was
information. Such fears are becoming a significant proposed, based on the notion of information
barrier to the wide adoption of cloud services. It is fc bility focuses -
essential to provide an effective meghanism for on keeping the data usage transparent and i 10

users to monitor the usage of their data in the cloud

traceable,_The proposed CIA framework provides
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o the dynamic nature of the cloud. More specifically, log files should be tightly bounded with the

corresponding data being controlled, and require minimal infrastructural support from any server. 2. Every

access to the user's data should be correctly and automatically logged. This requires integrated

techniques to authenticate the entity who accesses the data, verify, and record the actual operations on the

data as well as the time that the data have been accessed. 3. L
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location as the hardware that stores your data. [A
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environments; This ean be addressed by

files should be retrievable a

registering o access the dal
original data in the cloud server,

L INTRODUCTION

Cloud computing is the use of computing
resources (hardware and software) that
delivered as a service over a network (typically the
Internet). The name comes from the use of a cloud-
shaped symbol as an abstraction for the complex
infrastructure it contains in system diagrams
Cloud computing entrusts remote es with a
user's data, software and computation The /data
processed on clouds are often outsourced, leading
to a number of issues related to accountability.
including the handling of personally identifigble
information. Such fears are becoming a signifigant
barrier to the wide adoption of cloud services, It is
essential to provide an effective megHanism for
users to monitor the usage of their datain the cloud
Conventional access control approaches developed
for closed domamns such as databases and
operating  systems, or apq;oachcs using a
)

are

cloud removes the need for you to be in the same physical

usually processed remotely in unknown machines that users do not own
goes through a complex and dyn-nﬂc"j‘imuM:-l service chain which dod
novel approach, namely Cloud Informatiy

back to their data owners periodically (o inform them of the current usage of their data. More importantiyy

¢ time by their data owners when needed regardless the location where the files
are stored. The end user is allowed to access the data as per their access privileges which they specifies while
in the cloud and authentication is provided and accessed data s verified with the

test paper A.pdf

service provider (CSP) to other entities in the
cloud and theses entities can also delegate the tasks
1o others, and so on. Second. entities are allowed to
join and leave the cloud in a flexible manner. As a
result, data handling in the cloud goes through a
complex and dynamic hierarchical service chain
which does not exist in  conventional
environments.

To overcome the above problems. a novel
approach,  namely  Cloud  Information
Accountability_ (CIA) [01] framework
proposed, basgd on the notion of information
v focuses
on keeping the data usage transparent and
traceable_The proposed CIA framework provides
end-to-eqd accountability in a highly distributed
fashion| By means of the CIA [02], data owners
can track not only whether or not the service-level

was

handling can be outsourced by the direct cloud

server in d 4 are are being honoured, but also enforce
not suitable, due to the [following features access and usage control rules as needed.
cloud First, data d with the feature two

distinct modes for auditing: push mode and pull

mode

The push mode refers to logs being
periodically sent to the data owner or stakeholder
while the pull mode refers to an alternative
aporoach whereby the user (or another authorized

authentication or storage system in place.
Beyond traditional access control in that a
certain degree of usage control was
provided for the protected data after these
are deliversd to the receiver (051 (061
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VOL 9, NO. 4, JULY/AUGUST 2012 555 Ensuring Distributed
ccountability for Data Sharing in the Cloud Smitha Sundareswaran, Anna
~Swaigciarini, Member, IEEE, and Dan Lin Abstract—Cloud computing
alable services to be easily consumed over the Internet
g2 major feature of the cloud services is that users’
data are usually processedemotely in unknown machines that users do
not own or operate. While enjoying the convenience brought by this new
emerging technology, users’ fears of losing control of their own data
(particularly, financial and health data) can become a significant barrier to
the wide adoption of cloud services. To address this problem, in this paper,
‘we propose a novel highly i i i ilif
framework to keep track of the actual usage of the users' data in the cloud.
In particular, we propose an object-centered approach that enables
enclosing our logging mechanism together with users’ data and policies.
We leverage the JAR programmable capabilities to both create a dynamic
and traveling object, and to ensure that any access to users' data will
trigger authentication and automated logging local to the JARs. To
strengthen user's control, we also provide distributed auditing

i We provide extensii i studies that demonstrate
the efficiency and ofthe . Index
Terms—Cloud computing, accountability, data sharing. C 1
INTRODUCTION CLOUD computing presents a new way to supplement
the current consumption and delivery model for IT services based on the
Internet, by providing for dynamically scalable and often virtualized
resources as a service over the Internet. To date, there are a number of
notable and indi cloud services, i
Ama- zon, Google, Microsoft, Yahoo, and Salesforce [19]. Details of the
services provided are abstracted from the users who no longer need to be
experts of technology infrastructure. Moreover, users may not know the
machines which actually process and host their data. While enjoying the
convenience brought by this new technology, users also start worrying
about losing control of their own data. The data processed on clouds are
often outsourced, leading to a number of issues related to accountability,
including the handiing of personally identifiable information. Such fears are
4 @ becom-ing a significant barrier to the wide adoption of cloud services [30].
¥ | To allavusers’ concerns_it is essential fo provide an effective mechanism
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Oy 3 User. empIoy SAML-DASA AUNEACALION
where in a trusted identity provider issues
centificates verifying the user’s identity based on
his usefflame
Once the authentication succeeds, the
service provider (or the user) will be allowed to
access the data enclosed in the JAR Depending
on the configuration settings defined at the time
of creation. the JAR will provide usage control
associated with logging. or will provide only
logging functionality. As for the logging. each
time there is an access to the data then the JAR
will automatically generate a log record. encrypt
it using the public key distributed by the data
owner, and store it along with the data (step 6)
The encryption of the log file prevents
unauthorized changes 10 the file by attackers
The data owner could opt to reuse the same key
pair for all JARS or create different key pairs for
scparate JARE] Using separate keys can enhance
the security without introducing any overhead
except in the initialization phase In addition.
some error corpection information will be sent to
the log harmagiizer to handle possible log file
corruption To ensure trustworthiness of the logs.
each record s signed by the entity accessing the
content Further, individual records are hashed
together 1o create a chain structure. able 1o
quickly detect possible errors or missing records
The encrypted log files can later be decrypted
and their integrity verified They can be accessed
data owner or other authorized
stakeholders at any time for auditing purposes
with the aid of the log harmonizer (step 8)

4. AUTOMATED LOGGING

CHANISM

4.1 The Logger Structure

The main responsibility of the outer
is 10 handle authentication of entitics which
to access the data stored in the JAR file I
context, the data owners may not know the ex
CSPs that are going to_handle the data Hence:
authentication 15 spedified according 1o the
servers” functiomality, rather than the server's

2719 words «
test paper A.pdf

cemnic terms as opposed 1o e WAL code-
centric security offered by Java. using Java
Authentication Authonzation  Services.
Morcover. the outer JAR is also in charge of
sclecting the correct inner JAR according to the
identitff the entity who requests the data
Fach inner JAR contains the encrypted
data, class files to facilitate retrieval of log files
and display enclosed data in a suitable format.
and a log file for each encrypted item
1t supports two options
o Pure Log Its main task is 1o record every
aceess 1o the data. The log files are used for
pure auditing purpose
o Access Log It has two functions: logging
actions and enforcing access control In case
an access request s denied. the JAR will
record the time when the request is made. If
the access request is granted, the JAR wil
additiomlly record the access information
along with the duration for which the access
s allowed

5. CONCLUSION

Innovative approaches for automatically
logging any access to the data i the cloud together
with an auditing mechanism and user access
prvilege Data access can bgl controlled by
implementing the user privilege Morcover. one of
the main features of the work 1 that it enables the
data owner 1o audit even those copies of its data
that were made without his knowledge. The end
user can able to verify the accessed data from the
cloud
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Accountability for Data Sharing in the Cloud Smitha Sundareswaran, Anna
Squicciarini, Member, IEEE, and Dan Lin Abstract—Cloud compulig

calable services to be easily consum e

"Services is that users’

data are usually processed remotely in unknown machines that users do

ot own or operate. While enjoying the convenience brought by this new

emerging technology, users' fears of losing control of their own data

(particularly, financial and health data) can become a significant barrier to

the wide adoption of cloud senices. To address this problem, in this paper.

‘we propose a novel highly decentralized information accountability

framework to keep track of the actual usage of the users’ data in the cloud.

In particular, we propose an object-centered approach that enables

enclosing our logging mechanism together with users' data and policies

We leverage the JAR programmable capabilities to both create a dynamic

andtraveling object and to ensure that any access to users’ data will

trigger authentication and automated lagging local to the JARS. To

strengthen user's control, we also provide distributed auditing

mechanisms. We provide extensive experimental studies that demonstrate

the efficiency and effectiveness of the proposed approaches. Index

Terms—Cloud computing, accountability. data sharing. G 1

INTRODUCTION CLOUD computing presents a new way to supplement

the current consumption and delivery model for IT senices based on the

Internet, by providing for dynamically scalable and often virtualized

resources as a senice over the Internet. To date, there are a number of

notable commercial and individual cloud computing senvices, including

Ama-zon, Google, Microsoft, Yahoo, and Salesforce [19]. Details of the

senvices provided are abstracted from the users who no longer need to be

experts of technology infrastructure. Moreover, users may not know the

machines which actually process and host their data. While enjoying the

convenience brought by this new technology, users also start worrying

aboutlosing control of their own data. The data processed on clouds are

often outsourced, leading 1o a number of issues related o accountabiity,

Inciuding the handling of personally Identifiable Information. Such fears are

becom-ing @ significant barmer to the wide adoption of cioud services [30]. &
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Interpreting Matching Percentages of Individual Sources

It may seem that any source of matching text should be a concern, but in fact many matching
sources are likely to not be the result of plagiarism. For example:

< 1%-3% match—Occurs with small groups of similar words or a few short phrases. In
general, there is little need to review these sources.

4-7% match—These matches can be similar single sentences or a small paragraph. One
source at this level may not be an issue, but several sources at this percentage level could
signify an overall problem with the submission.

8-15% match—A source in this percentage range usually involves a few matching
paragraphs. Similarity at this level could indicate improperly reused material.

15-25% match—This level of similarity in a single source likely involves as much as one full
page of matching material, depending on the size of the submission. It is important to
check matches carefully against the source.

>25% match—This level of similarity from a single source should raise serious concerns
about inappropriate reuse, and should be checked very carefully.

Factors to Keep in Mind when Reviewing Individual Sources

Is the similarity to the authors’ own work?

This can often be the case. Authors build upon their own previously published work, and will
often reuse portions of text. While this would not be considered plagiarism, it may still indicate
a potential problem if the reuse of previously published content is not cited properly.

Is the similarity to work that has been properly cited in the submission?

As shown in the example in Section 3, checking the submission’s reference list can determine if
the similar text was reused with an appropriate attribution to the source. It is also possible that
the similarity between the two papers is because both authors (submitting author and source
author) have used the same portion of text taken from another source.

Sharing Similarity Reports with Others

During the peer review process, you may need to share the similarity reports with other
members of your technical committee or editors. Simply click on the printer icon on the lower
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‘lhc information industry, but also the new tool for industries
to improve their competitiveness.

For example, in recent years, cloud computing has
rapidly evolved from a vague concept in the begmmng toa
mature hot technols Many big
Google, Microsoft, Amazon, Facebook, Alibaba, Baidu,
Tencent, and other IT giants, are working on cloud
computing technologies and cloud-based ing services.

documents (such as journals and conference papers) to
analyze and predict security issues in China related to its
military and economy. They completed the report through
vertical searches, elaborated analysis, and systematic
analysis of big data. In March 2013, the Institute also
released a rescarch report on China’s Unmanned Aerial
Vchiclc (UAV) project  [10], which conducted a
analysl: on lhc research, dwclopmcnl

Big data and cloud computing is seen as two sides of a coin:
big data is a killer application of cloud computing, whereas
cloud computing provides the IT infrastructure to big data.
The tightly coupled big data and cloud computing nexus are
expected to change the ecosystem of Internef, and even affect
the patteg) of the entire information indust

B. ForlEr i lisciplinary h
Big data technologies and the d |
rescarch have bccomc a mrch focus in academia. An
called data science (7]
has been gradually commg into place. This takes big data as
its rescarch object and aims at generalizing the extraction of
knowledgc l‘rom data. It spans across many disciplines,
ion science, social science,
network science, system science, psychology, and economics
[8,6]. It employs various techniques and theories from many

and of UAV in China.
They also hypolFsm.d that in lhc future China’s UAV will

be able to locat® track and target US aircraft carriers in
support of long [range anti-ship cruise and ballistic-missile
strikeg [10].

11I.  |BIG DATA ANALYSIS AND NPD

In general, TMA positively affects NPD. Cravens and
Piercy suggest that the business-analysis stage for NPD
comprises revenue forecasts, cost estimation, profit
projections, risks ment, and finally, the possible
cannibalization of s:l?xml considering cannibalization can
be fatal for NPD| [11].|Additionally, a firm needs to consider
the rate of technological change, speed of information
di; ination, clasticity of demand, and aggregation of
fo#ls for families of products regarding NPD [12].

In the web 1.0 and 2.0 era, consumers did not use the

fields, luding signal proc bability theory,  jnemet and NPD analysis complexity is inferior to that of
machine  leaming,  statistical l""“"& computer  the web 3.0 era. During lhal time, mppmg/mulndlmcnslonal
amm data I pattern O scaling, regr g, choice mod
I deling, data L and
high performance compulind. larly useful

Many rescarch centers/institutes on big data have been
established in recent years in different universities
(hmu;,hnul lhc wurld (such as T: n;,hun Umvusuy lllc

dllfuslon nFtnclmg,_ and opummallon/mllh

analytical mclhods‘ [13]. [Figps using these market analytic
tools boosted profit, revemF‘ and share performance, while
bringing down costy [13]. |[To achieve these results, more
than 70% of mwlcns “I" use spmadshecls as their primary
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Part 3. Overview of the
IEEE Prohibited Authors List Database

An important tool in ensuring the high quality of IEEE’s publications is the Prohibited Authors
List (PAL). This list contains the names of authors who have been banned from publishing in
IEEE’s journals and conferences because they were found to have violated IEEE’s publishing
conduct guidelines — usually because of significant plagiarism. To make this tool easier to use,
the Intellectual Property Rights Office introduced the online database version of the PAL.

The PAL Database includes an automated tool that compares a spreadsheet of author names
and email addresses against the database of prohibited authors, and presents the results on
screen (or in a downloadable file). The Database also allows users to input an individual
author’s name or email address for quick comparison against PAL metadata, or to browse the
names alphabetically.

Finding the PAL Database in the CrossCheck Portal

CrTseC}}eck € IEEE

REGISLEra P ub Cation|

laluflifu Canear

Log Out

My Publications

Prohibited
Welcome Author
List
Getting Started
Browser Requirements: Compatible with Chrome 21.0, Firefox 20.0. Internet Explorer 8.0. or later. |EEE -
J
Disable pop-up blockers IPR Offic®® ; ®

Before you can upload papers to CrossCheck, you will need to register the conference or journal titie. To Plagiarism Tuforial

begin the process, click on the "Register a Publication” button above
- Have You
Registered to Use
Next Steps the eCF?

To upload papers to CrossCheck, click on the "Upload" link to the right of the publication title:
To review CrossCheck results, click on the publication titie

To add another publication title, click on the "Register a Publication" button above

There are two links to the PAL Database tool from the main page of the CrossCheck Portal.
Either the second tab at the top of the page, or the blue graphic on the right side of the page
can be clicked to bring us to the PAL Database landing page.
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Cros The
cros: CrossCheck <IEEE
Portal

My Publictions: | Registera publication HEIpYinto Center,

Welcome to the IEEE Prohibited Author Database

Log Out

Prohibited
The IEEE Prohibited Authors List Database offers a simple and efficient way for |IEEE publication volunteers Author

to check a list of their authors against the database of authors who have been prohibited from publishing List
with any or all IEEE publications. Volunteers can compare their author lists against the most up-to-date
information on prohibited authors, at any time, and get the results quickly.

IEEE
To compare a list of authors against the PAL database, or to browse the current list of prohibited |PR Office® /, ®

authors, please click the appropriate button below Plagiarism Tuforial

Have You

£ Registered to Use
BIOWsEPET SEATCHIPATE the eCF?

The electronic EEE
Copyright Form (CF)
is a highly effective
tool that transfers
ownership rights of
the intellectual
property to EEE, and
also saves significant
amounts of time and
effort on the part of

From the landing page, users will have two options.

Browse PAL: Allows users to view all prohibited authors alphabetically, either by first name,
last name, or email address.

Search PAL: Provides an automated tool to compare a spreadsheet of author names and email
addresses against the database of prohibited authors. Results are presented on screen orina

downloadable file. Also allows users to input an individual author’s name or email address for

quick comparison against PAL metadata.
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Browse PAL Page

From this page, users can click on the “Sort Authors by” choice of either First Name, Last Name,
or Email Address. Once selected, the user can click on the desired letter of the alphabet to see
all prohibited authors that are listed under that letter.

Cross The
b CrossCheck < IEEE

Log Out

Prohibited Authors List Database - Browse by s

Author Prohibited
Author

You can choose to browse the PAL by last name, first name, or email address. Once you choose how to List
sort the names, you can view the names alphabetically by clicking a letter. Click an individual name to
reveal the full details of the prohibited author, including the affiliations, email address, and prohibition start

and end dates IPR Office® ! w

v

Plagiarism Tuforial
N

Sort Authors by:
Have You
FIRST NAME NAME QETVATE >
LA £ Registered to

Use the eCF?

Browse Pal Authors Alphabetically:

BecoeFGHIJKLMNOPQRSTUV WXYZ The electronic EEE
Copyright Form (eCF
is a highly effective

aaan SRV St tool that transfers
ownership rights of
the intellectual
property to [EEE, and
also saves significant
amounts of time and
effort on the part of

IEEE authors,

volunteers and staff

All interested

P volunteers not
currently using the

Ngpessonl' Dot eCF are invited to go
to the registration web
page to take
advantage of this
important tool.

Search PAL

From this page, users can input the data of their author(s) and have the PAL Database Tool
compare this data against the database of prohibited authors, and any matching authors will be
displayed on a results page. Users have two options for searching. For a small number of
authors (or just a single author), users may find the Single Name Input Tool to be the easiest
option. For a large number of authors, users will likely want to use the spreadsheet upload
feature.
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Single Name Input Tool: Users can simply add the first name, last name, and email address of
any author and then click “Search” to have the PAL Database compare the name instantly to all
prohibited authors. The results will be displayed online, along with all relevant details of the
prohibited author.

Spreadsheet Upload Tool: Users will need to first download the blank spreadsheet from the
site. The link to the spreadsheet is highlighted in the directions on the page. Once the data has
been added to the spreadsheet, the user can click on the Excel File Upload link to launch the
upload tool. After uploading the spreadsheet, the user will be brought to a results page to see
any matching author names.

Eh%%i’e(\ CrossCheck & IEEE

Portal

Log Out

Prohibited Authors List Database--Search Tool iz
Prohibited

Author

Getting started: There are two ways to use the PAL Database Search Tool. You can either check an List

individual author by using the Single Name Input Tool, or you can check a larger collection of authors by using
the Spreadsheet Upload Tool. Both Tools compare your author details against the PAL database, and will show

-

matching names (if any) on a Results page |EEE 1
IPR Offic®® ;%

How to use the Single Name Input Tool Plaglarism Tuforial

Input author information in the fields below. You must fill in at least one of the field in order to search the Have You
A ent 5 2 an rhn . 2 Registered to
database. After entering the name, please click the Enter button R TS

Please complete at-least one fields

m

First Name
Last Name
Email

How to use the Spreadsheet Upload Tool

1. To begin, please download the PAL S isheet(Exc
2. Next, input the following information for each author into the appropriate columns on the spreadsheet
Author First N\ame  Author Last Name  Author Email Address

3. Once the spreadsheet is completed, upload the spreadsheet (only once) using the utility below

Support | Contact IEEE | |EEE Xplore Resources | Nondiscrimination Policy




Results Page

Once users have submitted their author data to the PAL Database for comparison, they will be
brought to a results page. From here, users can see how closely their authors matched any
prohibited authors.

Th
gn%%s CrossCheck & IEEE
L Portal

Log Out

Admin Tool

Results Page

Prohibited
How to Review Your Screening Results Author
List
If you see no results below, then your authors' names and email addresses did not match any of the
Prohibited Authors in our database. If there are results listed below, these are the steps you should take X
IEEE :
L/ AN
1. Compare the names to verify there is similarity between the name you have entered and the matching PAL IPR Offic Y
author. You can click the PAL author name to reveal more details of the prohibited author, including affiliation, Plagiarism Tuﬂtgrial

email address, and prohibition start and end dates.

2. Contact the IEEE IPR Office with the details so they can confirm the match is correct. Have You
g Registered to
3. The IPR Office will give you information regarding the author's ban and appropriate actions to take Use the eCF?

4. If warranted, contact the matching author to inform him/her that their submission will be rejected and
returned.

eCF are invite: go
to the registration web
page to take

Aosrtere nf

It is important that publication volunteers contact the IPR Office if there are any strong
matches to the PAL Database. IPR Office staff can review the records of the prohibited author
against the data users have to confirm any match before any decision is reached on what
actions to take.
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